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RESISTANCE TO HF JAMMIING INTERFERENCE IN MOBILE
RADIO NETWORKS BY AN ADAPTIVE, DISTRIBUTED~

RECONFIGURATION TECHNIQUE -

1. INTRODUCTION

In radio communication, interference (and in particular jamming) represents an important limita-
tion to the rate and ranpoe' of information transfer. Interference may be combatted by three classes of
methods. One class consis.- of antenna configurations that provide highly directive reception capability.
This class includes a variety of adaptive array techniques that provide for side-lobe cancellation. The

* main disadvantages of these techniques are that generally they are not effiective when the interfering
signal is coming from the same direction as the desired signal; they do not provide for multiple access

* . capaiblity [1)1; and they generally require the use of narrowband signaling schemes. Another class con-
sists of waveform. design techniques that include spread spectrum (wideband) signaling and related
mo"'dation and coding considerations. These techniques achieve substantial resistance to interference
regLfdless of the direccon from which it originates. They also provide inherent multiple access capabil- 6
ity, a feature that is desirable in radio network environments (2,31. The third class consists of the addi-
tion of relays along the communication path. The presence of such relays increases the effective range
of a transmitter in the presence of interference [4-61 and can be used with both narrowband and wide-

* band signaling schemes.

In a radio network environment, a combination of relaying and other classes of interference-
combatting methods may achieve highly robust resistance to jamming. In fact, the presence of relays is
an inherz-t characteristic of a network because intermediate nodes can 'erve as relays whenever neces-
sary. Thus, if the network's design is based on a control concept titat provides for an adaptive
reconfiguration capability, it is possible to use some nodes as relays when previously existing direct
liaks are disabled as a result of jamming (71.

In this report, we show how such a radio network can respond to interference. The ne-twork
model considered here consists of N nodes, where Nv niaj range tip to approximately 50. The nodes
may be dispersed over a region with diameter ranging up to 500 kmi. The 1WF channel (2 to 30 MHz) is
used for communication. We assume that the network must operate under a variety of stre-ss condi-

* tions and must. above tall. be survivable. This model closely resembles the 1WF Intralask Force ([IF)
Network curiently under desin study at the Ntival Research Laboratory (8,91. We eniphasize here the

* ~anlijaruming (Ai) behavior of this network resulting front the Inherent presence of relays in a network-
* ~ing environment. Both nartowband arnd sproad w~ctrum signaling examples are included. Wc do not

consider here anternra iconfiguration techniqums

We consider a network consisting of a known number of mobile nodes that use tha HIF chu~nnel
for communication. The main chatacteristic of this network is its variable topology, which is c.au,%td by
many factors including node moblhty. hostile jamming, antenna oriertatior., and 1WF propagation coridi-
tions. The tlatter ame subject to substantial variations that involve both groand and Aky waves. For the
o~aiirAtion and adaptive reconfiguration of this network, a fully distributed algorithm is uvcd as
..ascribed in fuller detail in the next section and in Refs. 10 and 11. This algorith~m const'sts of two
pat~s, a communication part that allows neighboring nodes to cx'.hangc messages involving local Loll-
grectivity infoamiation and a computattion part that organizes the nodes into a cennncted network based-0
on an architecture of linked node-clusters

Man urivi ptwoved 15 Much 1914.
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BAKER, WIESELTHIER, EPHREMIDES. AND MGREGOR

We assume that the network must withstand a variety of interference threats including multiple
jammers, standoff jamming, intermittent jamming, worst case partial band (WCPB) jamming, etc. The
key idea is that jamming in any form causes the loss of communication links, and as a result it creates
"topological changes. Since our network is organized t-y executing an algorithm designed to react to
topological changes and reconfigures itself adaptively in tesponse to such changes, it is capable of resist-

*" ing jamming threats as well.

This report is organized as follows. In Section 2, the network system and control concept is
briefly described. In Section 3, the HF propagation model fnd narrowband and wideband signaling
"waveform designs are considered. The resultant model allows the determination of communication
range for the HF groundwave for both benign and jammed environments. This evaluation is necessary
to determine the connectivities among the nodes. In Section 4, it is shown how the network structure

* is inherently robust vis-a-vis these threats. Extensive simulation results are also reported that demon.
strate the predicted ability of the network to reconfigure itself and discover alternative paths in the pres-
ence of jammers. An interesting result of these simulations is that the choice of best frequency for
communication in an HF network should not depend solely on the communication range achievable in
a benign environment.

2. SYSTEM AND CONTROL CONCEPT OF THE NETWORK - -.

A basic architecture is outlined here for an HF radio network consisting of a fixed number of
mobile nodes numbered consecutively from I through N. This architecture can be developed by a fully
"distributed algorithm that results in a hierarchical structure of node-clusters, each locally controlled by a
clusterhead node and linked to each other by gateway nodes (Fig. 1). Thu portion of the network that

* consists of clusterheads, gateways, and the links that connect them is known as the backbone network.
This architecture is flexible; it allows and is compatible with a number of choices for network operation,
such as routing, flow and error control, multiple access schemes, etc. It represents primarily a surviv-
able means of self-organization and sUlf-adaptation to changing connectivities that arise from variations
in the topology of the network.

a CLUSTERHEAD

A GATEWAY NODE

0 ORDINARY NODE

,, o

ha=. t -Irmisodtw&~d lka re " • "
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The basic algorithm has been called the LCA (Linked Cluster Algorithm, and is described in
detail elsewhere [I11.I The LCA requires both communication and computation. Communication con-
sists of neighboring nodes exchanging control messages; computation consists of each node determining
the existing connectivities and the achievable linked cluster structure.

A time division multiple access (TDMA) protocol controls communication during the execution . . .
of the LCA. The LCA requires two TDMA frames, each of which consists of N time slots (Fig. 2).
During the fth slot of either frame, the JAh node broadcasts all the connectivity information available to
it at that time, while the other nodes listen for node J's transmissions. Thus, in the first frame the jfh
nod.,t simply broadcasts an early tentatite portion of its connectivity information concerning neighbors
with identities less than J. In the second frame. the ith node broadcast includes the entire connectivity
information concerning all two-way neighbors, namely those for which communication in both direc-
tions is possible. Bidirectional connectivity can be determined by checking whether node J'e identity is
in the fist of node i's neighbors that is received by node J. Only bidirectional links are considered for
possible inclusion in the backbone network.

EPOCH I

/[ 1 EPOCH2 !

NETWORK REORGANIZING
SINSUBBAND

USER COMMUNICATI..
i-ALLOWED DURING

L. M I THIS TIME

0 $2 TNO 3 HFjVIN EPOCH M

1 '\ : rISU MIAN OF M F IAN-

,r IL. , I um.

F&2- Timi% fro nwtwok t~ompA4At&on

At the end of the second frame, the dita base ac•umulated at each node consists of the identities
of its neighbors and of those of its neighbors' neighbors. A set of rules, operating on connectivity and
other control information exchanged during the second fr(me, allows the unambiguous slection of
clusterhead and gateway nodes. As a tesult, each node can determine its status, namely whether it is to
become a cluvterhead Or not. If not, it can determine which of its neighbors are to become cluster-
heads and whether or not it should become a gateway node for linking any pair of clusters. We
emphasize that the LCA can pKoduce a connected network whenever the conncctivities rcquircd to do

"*AD rtwu• in thi" r t ut b" va oa m s of th Linked Mio A,*ritah maWcd the Al•CA.v uik is de WibWd &a d&4
ineet. II.
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so are present. In this network structure each platform is connected directly to a clusterhead, and all
clusterheads are connected to each other through the backboate network - oiber links, not shown in

* ~Fig. 1,* may provide additional connectivities.

Since the medium assumed here is the HF channel and since communication range for HF
groundwaves is highly variable, the LCA has been extended to take this variability into account. This
strong frequency dependence is explained in the next section. In fact the variability of range, which at
first appears to be a disadvantage, can be turned around and can be exploited by the LCA to the
r.etwork's benefit. Thus, the HF band is partitioned into M subbands, over each of which the propaga-
tion range is approximately constant. Time contains fixed periods that we call epochs. Each epoch con-
sists of two TDMA frames, as described previously. There are M nonoverlapping epochs that periodi-
cally repeat themselves. During the Rh epoch of any cycle, a structured exchange of messages is taking
place at the Ith subband, which organizes a network at that subband. Thus we create an overlay of M
networks for the same set of nodes, one for each subband. At any given instant, the nodes are engaged _0
in a reconfiguration effort for at most one of the networks while communicating regularly in all of the
other subbands (see Fig. 2).

* Overall, this architecture achieves the following objectives which are basic for the operation of any
mobi'e raato network:

0 communication path establishment between every pair of nodes;

0 a convenient structure for network-wide bruadcasts;

0 avoidance of the hidden terminal problem 1121 associated with multiple access in multi-
hop environments;,

* robustness, with respect to node losses and connectivity changes.

Issues such as the precise way in which the network operates, that is, the details of how link
activation (131 and routing are etffcced, how multiple access is achieved, how often the conligufation Is

ulAteN3 etc.. can be coasidered within the frainework of this basic architecture. For the IIF 1WI net-
work, tacre are many possible choices consistent with the requirements; and constrainti that this archi-
zecturiý places upon the network. These, choiceas are not addressed here because thry do not directly
afiec- n~tlwo* x reconfiguration Int rcsponse to jamming. (D)emonstration of resistance to iamming is the
priftiry ':x (41f this Vparxt. The intcr~stc4 rea der should consult Ref. 9 for further dctai1 on the IIP

* In thýe next Soction, We establish mo~del to determine the corninunic.-tion range of an HV link for
both narrowband and %videband signaling %hemeni W. use thws nuxlels in the smlto i h
Aetwork.'s behavior tMat Is reported in U Waer %cction- We miust emphavize. however, that in the case
of an actual Imp'l"Miesuatioo of the LCAt this moedel i% not nee sarince tthe %conowcivitcit at each
node arc detemined in a totally adaptirm fashio~n based on the probing mssa gcs exch'angcd durings the
r',"gainization process.

3. COMMUNICATION OVER NETWORK LINIKS

In this section.. we presrnt modcls for the communication raU-P that is achievable through the us-
Of I* groundwave sigitAls under both benign 2nd itressed condition5, Iloth narrowband and wideband
signaling vchenies arec onsidered. In the benign case. communication range is limited primn&tily by
sitnospheric noise and other-user interference. In the mtrcsicd case. the ptirnaty source of interference --
is hostite jamming. The basic waveform considered is noncoherent frequency shift keying (VS"M with
convolutional coding used to correct errors caused by jamming, or other im'erfetence. I-or the wid-cband
(spread spectrum) signalwng casc,, this bisic waveform is frequency hopped (141) over a wide band of

4
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several megahertz. The jammer is assumed to operate as a Gaussian noise jammer for the narrowband

signaling case and as a worst case partial band (WCPB) Gaussian noise jammer for the wideband case.

HF Groundwave Medium

The HF medium is suitable for extended line-of-sight (ELOS) communication, largely because of
the propagation ranges (up to several hundred kilometers) of HF groundwaves. Another advantage of
HF groundwave propagation is that it is only minimally affected by severe atmospheric disturbances. In -
addition, the use of HF groundwaves avoids the need to use relays outside the task force, such as geo-
stationary satellites (operating at SHF and EHF), that are potentially vulnerable to physical attack.

HF groundwaves (unlike HF slkywaves) experience little dispersion, although they are subject to
skywave multipath interference, high levels of atmospheric noise, and other-user interference that can
propagate from distant sources -dia HF skywaves. Another disadvantage of HF compared to higher fre-
quency bands is that there is a limited bandwidth, and therefore only relatively low data rates can be
achieved. Despite these disadvantages, however, the ability to communicate at ELOS ranges and the
"reliability of the medium make the HF groundwave well suited for applications such as intratask force
communication.

The attenuation of HF groundwaves as a function of distance is considerably greater than S. .
inverse-square law. Therefore, previously derived communication/jamming range relationships that
illustrate the region in which the jammer is effective as a function of various system parameters do not
apply here (e.g., those developed by Cook 14,51). Typical groundwave path ioss over a very rough sea
(sea state 6), evaluated using Barrick's model 1141), is illustrated in Fig. 3 as a function of distance and
as frequency is varied between 3 and 30 MHz. It is clear from this figure that groundwave attenuation
as well as attenuation rate (i.e., the slope of the attenuation curves) ore increasing functions of f're-
quency. Reference 14 also shows that propagation loss increases as sea state increases. and increasingly
so as frequency also increases.

The strong dependence of propagation loss (and therefore communication range) on frequency
has led to the development of the network managemcat procedure doscribed in section 2. This pro-
cedure requires a set of simultaneously operating networks. each deMined in a frequency band over k .
which the communication range is relatively constant.

The achievable communciation range is a complex function of transmitted signal power. projw4-
tion loss. system kosses. data rate, and noise level, as well as modtulati.n and coding schemes, tolerahle
bit error rate (HER). annd receiver struclure. Ifere. for both the narrowband and wideband sienaling
cases, we aSsuume a transmitted p:wer level of I kW. path tossi cotres,,xonding to se-) stame 6 (exttemelF
rough sea), data rates tf 75 and 2400 bps. noncoherent hinary frequeucy shift keying (FSK), rate 1/2
convolutional coding with constraint length 7. a soft decision rece-iver structure. interleaving to combat
burgt crros. and BER - 10"1- For ths, cwse of widebnd 141 signaling in WCFP noise jamming, we
rnck the a.litional a•sumption that we know which receiv•d -ymbols are jammed (known as jamawc
state informsion, or JSI)

c•amnantcattot Range In a Benign EnUiroun=t

White propagation loss ii fairly well predicted by Blrtiicks model, it is still diffiult to predict the
achievable communication range. Thi% is beau.sc of variable (and highly nv.-Gaussian) interference,
u well as uncertainties in system losw.s, including deviations from nominally oniidirectional antenra
patterns. Shipboard IF antenna patterns can vary considerably over a frequency range of several hun-
dred kilohertz; e.g., nuli; may oxisa at some frequencies resulting in greatly reduced signal levels. The



BAKER, WIESELTHIER, EPHREMIDES, AND McGREGOq

2501__________________________

200-1'

za
150 ,

00

WO 00 6 So
RAG d3 a

Fi.3-Gucaepahls v ot X W tt )a
t u'4 fdv o vra euni af Fb~

us o fcqecFhopig (O it odngprvde smedgre f ousnes %h e'9tt
fr~urcydpnen ytm ossbypoiin nt ege ffrqec dvriy.F'*u4iyhp

RefsNE d and 15

be~~~~~~~Pg 3 0.Teskn ag mdli Grunwae foabth bisaverouthr- and (sdea and 6) nalu uh
a~na energyo ofr dinac .o fcvcsa (tqQs~t itsieRP

use ~ I of f-eqeny hopn wthe rcding powrodvides some degre oft robstnes Bacgfun l respec to%
fre.quhncyhdenduen amsystem loisse s by 1 proviing oerdegree fo oftfrequenc divtersity. Frquncy hopc~-
pinsl autils a uccss eofnsideunions icclajitedn tormobie, lIP rdietwrs arc171 aderesswe do inore tmdetali

MIn~P this report. we assm~cil tat the thtnetworke aurc tagatonm lscens cand ise lla neous syste
losers. TJe fitnr aremi evulutedt directly, -w froDequricy carves Fi. 1)-rn the ;tatero wiearcnsd tog"l
beg 3 numb Tero siennran mode) is usende for boh rtarowb I pandernsband shve theg Thanel receiied
signalenry iaprperhiate ci4 i% eimplothed rteie powterr divided by th*dh ite. Bacgrun noisue Sev.
dies which include atmoshric conoisehas wel iantefrne frodl.Thsmother uslcenMers ofhe-rwe iFbnd. vctrvcen

in adterorne tose bymi' other s~e:~~usr o ep fth acgond noise. twl loc(dm lehel Forinsp btwee cdvase
linarwbnd cignaing, wcres n imlctlysmeta netwwk raavton tutrk ma agent Prtcoms esr ht egbrn

The. number of users pawimtir inependaent pscwRkando Nie patters cane shaire erirn thev chnnl csul-

tiori. For rate 1/2 convolusitinnl codng with coustraint length 7. the required E4/SQ in a Gaussin

6



NREL REPORT 8834

noise enviror.,ient is 9.7 dB [19!, which we round up to 10 dB. The noise density No is chosen based
on one of the noise occupancy distributions presented in Ref. 17. The resulting communication range
model is illustrated in Fig. 4 as a function of frequency for data rates ef 75 and 2400 bps. This model
should be considered representative of a region characterized by relatively high noise levels, rather than
a definitive or worst-case model for HF groundwave propagation over seawater. Noise levels in quiet
areas are typically tens of decibels lower than those that have been assumed in this study. The main
purpose of this report is to demonstrate the ability of a network to reconfigure itself in response to con-
nectivity changes caused by jamming. Therefore, we emphasize the execution of the recently
developed distributed algorithm for network organization, rather than mcidefing precisely the effects of
interference.

700
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20-
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ComMttM10u •ange In a JMwd Enevrommnt

An atiar virming (AJ) tomenmuniation system mut pr4ovide rcsis-mq.•r against lmming sign'als that
have much more pow•cr than ihe desired signahl. Ov-er an individua! link. only limited AJ perfr'~rmanc

' cn be obtiined with nmrrowband signaling. Thus the use of Wpitad pectrum .•lin- •i nis- .vccc¢ in
miny (esccia;0Y milratry) appliction%. We i)tow in section 4. however, th•t some dc4egrc of network
Al tpability can be obtained even when individual links awe emtrcmely Vulnerable to jarnrtng. Irn Ref.
9 wt conc!u,•k that nrvcoherent freue hopring (00W with frequency -lhft k&eyi-g SMK) is the
most practkat sreadingmodulation choice for mobi'e UPF radio networks. In 141 systems. protcctli4n
from jamming is ac-ievcd th.ough th • dorm otppm of the ins•mt•nc.. y nwrowbaMd signal
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across a wide frequency band, e.g., the entire bandwidth of one of the M subbanda into which the HF
band is divided. In addition, loss of data is countered by the use of coding and diversity. Further AJ
capability results from the use of adaptive relaying and network rv.-structuring, which is precisely what
this report demonstrates.

Naqowband SignaLWt

We first consider the AJ performance of narrowband noncoherent binary FSK signaling. A Gaus-
sian noise jammer with constant noise density over the sWg bandwidth is assumed. The basic AJ sig-
naling parameters :.ie:

W is signal bandwidth,

IR is information data rate in bps,*

S is received signal power, and P

J is received jammer power (in sga bandwidth W).

The resul.in bit enargy-to-noise density ratio is easily expressed as

4/1No- (W/)(SIJI). 0

For noncoherent binary FSK, the orthogonal tone spacing is lIT,, where T, is the binamy symbol dura-
tion. A total bandwidth of W - 2/ T is thus needed to contain the mark and space tones. The data
rate can be expressed as R - r/T,, where r is the code rate. For such a signaling scheme with no
diversity (beyond thAt inthseatly provided by the coding process), we have

WIR - 2/r.

For a rate 1/2 code we therefore have W/R-4.

Batkcround noise is neglected in this phm- of the analysis but will be intriouced later. Besidcs'
such interference is geneally much weaker thin the jamming signal in regions where the jammer pKes
& s4nificatl threat. Tht maximum JIS ratio that can be tleraLted by the rate ./2 coded aoncohareat
iMUrWbad cMMuiAOtin SYSAm conidred hre Ls

where the value of EdN used in this equation is that whMch is required for the desired BER. The
+c.t*ue- of f*11 0 re-quired to achirwe as BER of 10"' fom the eoding milaiioa uchem considir co is
awpoximatcly 10 dS, which resWLts in

(J/S).,, --- 4 d•

Thus. nwrowband lU aic extrem ,y ,.,r=sb1c to j;mmi&ng

wikibawk ~~i

We now c rsidr a widband Fli system. It is sumcd that the hopping rate is suf.icntly fast so

that fcIpcaw .i&SmWiUt is wO possibic. It is als assumed tWt the Fli patterns are psedorukom in
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nature and cannot be predicted by the jam-aer. The basic AJ signaling parameters were presented ear-
lier in the discussion of narroivband signudi g. We must reinterpret two of them for the wideband case .
as:

W is the total spread spectrum signal bandwidth

J is the received jammer power (in spread hopping bandwidth W).

Realistic jamming threats include multitone jamming and wurst case partia, band (WCPB) Gav,-
sian noise. In the latter case, the januner concentrates its energy on the fraction of the signal-h'pping
bandwidth that will produce the most severe disruption of communication. In this report, we consider
only WCPB Gaussian noise jamming, for which extensive re'~ults for convolutionally coded M-ary FSK
signals have recently been obtained by Omura [20]. The former case could pose a somewhat greater
threat, but it is not expected to have a great impact on the achievable communication range.

For a FH system in a WCPB Gaussian noise environment, the equivalent bit energy-to-noise den-

sity ratio is defined as

EbINo - (WIR) (SIJ) - PGI(WS),

where PG - WIR is the processing gain.* As in the narrowband case, we neglect background noise.
The maximum JIS ratio that can be tolerated by the AJ communication system is

(J/S)aFx - (bjNo)"

where the value of EbdNo used in this equation is that which is required for the desired BER.

It is shown in Ref. 20 that a BER of 10-5 can be achieved in a noncoherent FH binary FSK sys-
tem under WCPB noise jamming for EdINo - 11.2 dB if rate 1/2 convolutional coding is used with a _4
soft decision receiver that can detect which received symbols are jammed. Such an ideal receiver is
assumed in this report, although the performance of other receiver structures can also be 6valuated.t

We assume that the signal is hopped over tho entire bandwidth of one of the M frequency sub-
bands. For example, for a htupping bandwidth of W- 5 MHz, the achievable AJ performance for the
signaling scheme described here (9] is

22 dB for R - 2400 bpsWJS)raa" 37 dB for R,- 75 bps' .•

Imp~roved link AJ performance may bi, obtained by inireasing the spread hopping handwidth.
However, tho dependence of the attenuation characteristics of the HF groundwave signals on frequency
•uggestr ihaý subbards of mnui greater than 5 MHz bandwidth may not be advisable,

Evai.ating the Com,,nunicallon Range

The nex,. !xep is to translate the achievable J/S ratios into communication ranges. The i/S ratio
is tasily expresscd in ternms of transmitted power levels, propagation losses, and other system losses:

JiS - Lo ( PJ/ ,

•Altornativc definitions of processing gain have bWon usod elsewhere. The premnt definition permits a cowlsient formulation of
the AJ link performance measures for coded systems (9,201.tFor a hard decision receiver, the required EýNo is 12.6 dB if such jammer state Information (JSI) is available and 17.8 do if it
is not. Omura has demonstrated the inadvisability of using a soft decision receiver if JSI Is not available 120].

9
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where the following parameter values have been assumed:

PY - transmitted jammer power - 10 kW, .

P - transmitted signal power - 1 kW,

L- path loss of jammer,

- path loss of desired signal, and

L. - additional system losses- 3 dB. -

These parameter values result in

JIS - 20 L.Lj.

Successful communication (i.e., BER < 10-) con take place as long as JIS does not exceed the
to•arable level (W/S)., discussed earlier.

Figure 5 illustrates the geometry of a transmitter, receiver, and jammer; d is the distance from the
transmitter to the receiver and dj is the distance from the jammer to the receiver. Note that for this
case of a single receiver, there is circular symmetry about the receiver. We define djd.(d) as the
minimum value of dj that can be tolerated for a givea d, or ir. other words the radius of the circle
within which the jammer disrupts coramunicution.

TRANSMi;'..

d ,IJAMMER

?MW ECEIVER

" JAMMER WILL CAUSE
d ,.; d DISRUPTION ONLY WHEN

IT IS LOCATED WITHIN
SHADED AREiA

The examples given ir. this report are based on the assumption that all platforms (transmitting,
,eceiving, and jamming) sie surface vessels and all propagation is via groundwaves, Therefore alarrik's
curves for groutidwave propagution loss over seawater, shown earlic in Fig. 4, can again be usd

The AJ capability thit has been whieved by frequency hopping and roodng, again for sea state 6,
is illustrated in Fig. 6. In this figure, d,,(d) is plotted as a function of d for the system parameters .
discussed above. Wt- note that dj,• (d) is less than d, despite the 10 dB power advantage that the jarri.
mer has over the transmitted signal. The curves of Fig. 6 are based on the simplifying assumption that
attenuation is constant over a 5-MHz bandwidth centered at the frequencies shown. The degfee of AJ
capability is most pronounced at the lower end of the HP band for the examples shown. Lowering the
data rate from 2400 bps to 75 bps improves AJ performance by increasing the tolerable J/S ratio
W(JS),.. and thereby reducing the size of the circle in which the jammer is disruptive. This effcat is
also especially p-onounced at the lower er;d of the HF band. Conversely, if (JIS)•, is decreased (e.g.,
by raising the data ratc or decreasing the hopping bandwidth) the disruption region is incrased

10
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* ~~Fig. 6 - dA*~(d) vs d for lIP gtoundwave mondel and wi4aband sdlgaIn

* In the nafrowband signaling Case with rate 1/2 coding, for which (J/S).. -4 dB, there is little
Al capability, as shown in Fig. 7. We now have 4!.L, W~ > d Thus, the jamnmer can disrupt communi-
cation even when it is farther from the receiver than is the friendly transmitter, We also see that AJ
capability is higher at the upper end of the HF band for this non-AJ system, unlike the FH- system dis-
cussed above. The propagation loss ciuv es of Fig. 3 provide the reason behind the improved AJ capa-
bilities at the higher frequencies for non-Al signaling schemes. These curves show that the rate of
attenuation increases with increasing frequency. Consequently, if the jormmer is at a range disadvan-
tage, i.e., if the receivet is closer to the source transmitter than to the jammer, then the higher the fre-
quency the greater tho additional propagation loss experienced by the jamming interference Con-
versely, if the janunr has fte range advantage, the use of low frequences i3 prefwe.L

We note that if system parameters are such that 1(J/S)=, - L,1 is equal to the jammier'stransmitted power advantlage (10 dB) in our examples), then the curves for all frequencies a~re of unity

slope, in which case dj.M(d) - d Thus the jammwer will disrupt communication if (and only if) it Is
closer to the receiver than the friendly transmitter. We ilustrateei aei Fig. 7, although we have
not associated it with any partcular signalin scheme.

6 Band ron noise- has been ne~llcted in the evaluation of d1~d.Teeoe h curves of Figs.
6ad7 depend only on the attenuation predicted by Patrick's model for groundwavc propagation loss

ovet seawater (for given waveform/~coding design, transmitted power levels, and sea state), not on t"e
beckground noise environment. These- curves are therefore valid only for values of d that are less thau
maximum achievable noise-limited vilues (souch as those predicted by fth curves of Fig. 4).

Under benign operating conditions, the commiunication ranges presented in Fig. 4 provide a
model for determining network platform connectivities, and therefore- for d'treriir~ins a network
organizational structure by means of the Linked Cluster Algorithm. Under jammed condit~ons, comn-

* munication ranges are decreased. This disrupvc platform conncct~vifies iand n-cssitater retwe-k ruor-
ganiazation.

1At



BAKE!1. WIESELTHIER, EPHREMIDES, AND MCGREGOR

NONCONERENT BFSK
RATE 1/2 CONy. COOING

600 -M~ BANDWIDTH a 4R
GAUS`!IAN NOISE JAMMING
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0~' ,US '13d8
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For each pair of platfor-m connected in the benign environment, connectivity in the jammed
* environmient is ex~amined by computing the JIS r~ado at the receiver, or equivalently, by exam-

ining Figs. 6 and 7.W~e neglect the case in whi~h 0th combined bpckground noise plus jamming
causes loss of links, while neither is sujfficient to do ho alone.) Note that whole all links that exist in the

* benign environment are two-way links (under the assumption of equal transmitter powers and uniform
interference conditions throughout the network) the presen-.e of jamnmers can resuit in one-way links.

* This distinction is important, because ene-way linaks are equivalent to lo-t links in the LCA. Further
studies will address peossible schentes for thie use of'such one-way 1.kAs, as well as asymmetrical links
that can support a higher data rate in one directioin than it' the other. We reiterate that even though

* the range calcnlationis described atxove are useful in '.hcir own right ane afe for the simulatio-i of ihe
algorithm~, they are not needed for fte acitial operation of the algocithm. This is becauJc ifhe probing
messages excU, nged aniong hbe nodes dotermino fully whatever t-rinctivities tray exist at a given

Connectivity (or the lack of it) must be defined in termis of the desirnd bit error probability (and
thereort, a thresho~ld value of Elt/No for a given data rate) and thc probability of achieving this level of
performunuco.. Tho goal of the Linked Clustert A lgorlth~i is -1 form a network structure that is robust to
all jsmming, and therefore only links for which there is a hign probability that the threshold valuo of A
E&/NO can be achieved sCtould be usad to form this ~iructure. In the case of intermittent jamming, a
node may decidt- that a link is unreliable, even though the received signs* ex,.eeds thc threshold level
whenever janiming does not occur. Consequently, the linked cluster structure m~ay be foralri as
though v~c unreliable link were lost. On the other hand, although the LC 4. might not use suoch unroli-

* abile links to form the ba~kbonc network, their use for other purposes is not excluded.

12
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4. SIMULATION RESULTS

In Section 2 we outlined a procedure, called the Linked Cluster Algorithm (LCA), by which a 0mobile radio network can determine its connectivities and organize itself into a structure of linked

node-clusters. Each node is bidirectionally linked to a clusterhead, and clusterheads are bidirectionally
connected via gateways nodes, thus forming a connected network. In Section 3 we described two
models for determining the connectivities of a network both with and without jammers present-the

* first model assumed narrowband signaling and the second model assumed a wideband FH signaling -
* scheme. In the present section, we show how application of the LCA can combat jamming by dynam- ,

* ." ically forming a connected network, structured into linked node-clusters, using only those links which
are not broken by jamming. We also give examples showing that the preferred portion of the HF band
within which to operate the network greatly depends on the jamming scenario and whether narrowband
or wideband signaling is used.

Mobile Jammer ,
i• ~Our first example, shown in Fig. 8, represents a relatively small task force. However, it is large :

enough to illustrate the results of applying our network structuring algorithm. Larger networks are

examined in subsequent examples. For this example, the connectivities shown in Fig. 8a are for the
case of a 10 MHz operating frequency, a 2400 bps information rate, and no jammers present. Other
signaling parameters are the same as those cited in the previous section. Also, in this and in subse- ,. S
quent examples, we have used the noise model described in the previous section. That model gives a
maximum communication range of approximately 230 km at 10 MHz (see Fig. 4).t To emphasize the

:. capabilities of the network to combat jamming by reorganizing, we first consider the extreme, but
unlikely, case in which the jammer is passing through the task force. Subsequent examples treat more
realistic and more complicated scenarios. -

In the absence of jamming, the network organizes into the set of node clusters shown in Fig. 8b;
nodes 1, 3, and 5 have become clusterheads, and every node is connected to one of these heads.
Nodes 2 and 8 have become gateways (relays) to join the clusterheads, thus forming the backbone net-
work. In Fig. 8b, and in all subsequent figures depicting network structures, we show the backbone
network as well as the links between each node and its own clusterhead.

The sequence of frames c through i in Fig. 8 illustrates how the network restructures itself in
response to a mobile jammer for the case where spread spectrum (wideband) signaling is used. The
jammer path is as shown in Fig. 8b, and subsequent frames correspond to jammer positions indicated b!.
the solid dots on the path also shown in Fig. 8b. For this, as well as our other examples, each jammer
is assumed to radiate 10 kW, while task force nodes radiate only I kW. The jammers are assumed to
be shipboard, and we consider only groundwave propagation.

To understand the results shown in Fig. 8, we need only refer to Fig. 6. This figure shows that at
10 MIHz the jammer must be within approximately 70% of the transmitter-to-receiver rangm before that
link is broken. For example, when the jammer is at the location shown in Fig. 8c, node 7 is prevented
from hearing node 3, and node 6 is prevented from hearing either 3 or 8. Consequently, nodes 6 and 7
arc no longer bidirectionally connected to clusterhcad 3, as they were in Fig. 8b. The network responds
by forming an additional clusterhead at node 6; also, node 4 becomes a gateway to link this new head to
the rest of the bickbone network.

As the jammer approaches nodes 4, 6, anC 7, the link from 3 to 4 is lost. This results in node 4
becoming a clusterhead, as shown in Fig. 8d. This in turn causes 7 to become a clusterhead and 6 to
become a gateway. Note that the use of link (3,4.1 has been avoided while still maintaining a connected
network.

"In all or our examptrn• nodes that arc joined by a solid line ate b~dirtcifona•,y linked.
Exampkcs that do not include a jammer are appibic to both nauowbtmd wnd wideband sisnatinji cases.

13
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Approaching node 3 (see Fig. 8e), the jammer is svccessful in isolating this node; however, the
rest of the network remains connected. 0

In Fig. 8f, the jammer is near the critical node 8. This is a critical node in the sense that its loss
will disconnect the network, as can be seen by examining the connectivities shown in Fig. 8a. Splitting
does in fact occur, as shown in Fig. 8f. At this point, only a repositioning of the nodes can achieve
relaying that will reconnect the network. Of course, if additional link AJ capability can be obtained, for
example, by reducing the information rate or switching to a frequency with more favorable propagation
characteristics, then our network structuring algorithm will use the new links to form a connected net- 0
work.

* -i is When the jammer moves away from nodes 3 and 8 to the position shown in Fig. 8g, the network
is able to return to the connected state. However, as the jammer approaches 2, the ability to use this
node for relaying is lost, and the network becomes disconnected again as illustrated in Fig. 8h. The
network is able to recover to the connected state after there is a moderate separation between the jam- '

mer and node 2, as shown in Fig. 8i.

Multiple Jammers and the Loss of a Central Node

Our second example is for the case of 24-node network. This example is slightly more realistic - -

because the jammers do not penetrate deeply into the task force. In addition, we examine the corn- 0 _

bined effects of multiple jammers and node loss. As in the previous case, the operating frequency is 10
* MHz, the information ratc is 2400 bps (corresponding to a 4800 bps transmission rate with rate 1/2
. coding), and wideband signaling is assumed. Figure 9a shows how the network organizes in the

absence of jammers. Five clusters are formed: clusterhead node 1 with cluster members 2, 3, 11, 13,
14, 15, and 16: clusterhead node 4 with cluster members 7, 12, 17, and 18; clusterhead node 5 with
cluster members 9, 19, and 20; clusterhead node 6 with cluster members 10, 21, and 22; and cluster- - .
head node 8 with cluster members 23 and 24. (Here we have used the convention that if an "ordinary'
node is bidirectionally connected to more than one clusterhead, it is a member ef the cluster with the

* lowest numbered head.) Node 15 becomes a gateway to link clusterheads 1 and 4; node 13 becomts a
gateway to link heads I and 5; gateway node 12 links heads 4 and 5; gateway 3 links heads I and 6;
gateway 2 links heads I and 8; and gateway node 3 links clmsterheads 6 and 8. We see from Fig. 9a
that a connected network has been formed. Next, we examine how the network restructures itself in
response to three jaremers and the loss of what appears to be a key node, i.e,, node 1.

The links that make up the network structurý: shown in Fig. 9a and which are lost when jamming
occurs and node I is disabled are shown in Fig. 9b as dashed lines. However, as this figure shows,

• upon reorganization a new network structure is formed that avoidt the use i4 any of the failed links,
For example, with the exception of node 14, all the nodes that formerly had node 1 as their clusterhead -. 9
now belong to the cluster with clusterhead 2. Node 14 now joins the cluster with clusterhead 6, and

* node 12 becomes a clusterhead-but without any other cluster metntm[s. Clusterheads 2 anid 8 are con-
nected by a new gateway relay node 11. Node 15 also becomes a gateway, convenieil~y linking he.ds:
5 and 12, 2 and 12, 4 and 12, and 2 and 4. Gateway node 13 provides the linkage betw"-n the new
clusterhead 2 and clusterhead S. Two hops are now required for head 6 to reach the neucst cluster-
head, i.e., node 2, and nodes 3 and 14 both become gateways to provide thia linkage. However, &4pite
the loss of many links, the network remains connected. In general, if bidirectioalla links esil,, that per-

* . mit the formation of a connected network, the linked cluster algorithm witl in fact discoover such links
and produc- -. onncctcd network structure.

Jamnmin P. ,, MHz and 30 MHz

The previous examples demonstrate the ability of the network to combat iamnting and ntde loss
by periodically reorganizing. Now we examine the bcnefits of establishing baa-kbone networks in more

% .15
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Fig. 9 - Example of a network restructuring itself to combat three jammers
(UI, J2, and J3) and loss of a central node (10 MHz wideband)

than one HF subband, and we compare results for both narrowband and spread spectrum (wideband)
signaling schemes. Again we consider t0e 24-node network of the previous example, but this time the
network performs periodic reorganizations at 3 MHz and at 30 MHz. We chose these frequencies
because they represent communication range extremes in Fig. 4.

For the case of no jamming, a 2400 bps information rate, and operating frequencies of 3 and 30
MHz, the results of running the LCA are shown in frames (a) and (b) of Fig. 10. As one would
expect, fewer hops are needed to form most communication paths in the 3 MHz network than in the 30
MHz net. Figures 10a and 10b corroborate this. The reason is that the communication range is gen-
erally much greater at 3 MHz than at 30 MHz (500) km vs 160 km in our model).

However, the advantage of operating a network at 3 MHz rather than at 30 MHz is not so
apparent for the case of wideband signaling and the three-janimer .scenario shown in Figs. l0c and 10d,
Comparison with the case of no jamming reveals that considerable restructuring of the network has
occurred at 3 MHz; additional clusterheads have appeared at nodes 7. 8, 10, and 12, and nodes 2, 5, 6,
and 15 are now gateways. Gateway node 2 links heads I and 7, 1 and 8, and 7 and 8; gateway nodes 5,
6, and 15 link heads I and 12, 1 and 10 and 7 and 12, respectively. In contrast, at 30 MHz, only the •
role of node I8 has changed from that of gateway to ordinary node. Our example shows that at the
lower frequency there are still fewer relays needed than at the higher frequency; however, the network
remains cornnected at both frequencies, despite the jamming.

On the other hand, for the .ase of thW narrowband system, relying exclusively on the low fre.

quency portion of the HF band could be disastrous in this scepario, as Fig. tOc clearly shows. For the
narrowbanAd case and at 3 MHz, the network is almost totally disconnectcd; only a single bidirectional
link rinnains, connecting nodes 4 and 7. To understand what iN happening in Fig. 10C, consider JIS at
nodes 4 and 17 arising from a transmission from node 7 and jamming from JiI and J3. Since I/S must
be t-ss than -7 dB, to meet our data communication requirements of BER - 10-5 at 2400 bps
(-4 d8 for (J/S),,. and -3 dO for system losses), and since we have assumed that the jammer has a
10 dB powor advantage, the propagation loss experienced by the jammer's signal must be at least 17 dBl
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greater than that experienced by the desired signal to maintain a link. For example, at 3 MHz, the path
losses obtained from Fig. 3 are as follows-

node 7 to node 4: 73.3 dB,
J3 to node 4: 90.4 dB,

node 7 to node 17: 78.6 AB, and
JI to node 17: 95.0 dB.

Thus, at node 4 the jamming signal experiences an additional path loss of 17.1 dB relative to the s;gnal
from node 7, whereas at node 17 the jamming signal is reduced by only 16.4 dB relative to the. signal
from node 7. Since the jamming signal must be reduced by at least 17 dB, the jammer is successful in
breaking link (17 to 4) but not link (7 to 4).

However, the results are not nearly so bleak at 30 MHz. At 30 MHz, the corresponding path
losses are:

node 7 to node 4: 128 dB,
J3 to node 4: 182 dB,

node 7 to node 17: 144 dB, and
J1 to node 17: 199dB.

These values give additional reductions of the jamming interference relative to the signal level of 54 dB11
at node 4 and 55 dB at node 17. Therefore, at 30 MHz neither link (7 to 4) nor (7 to 17) is lost .
because of jamming. In fact, considerable connectivity remains at 30 MHz for this scenario, as shown
in Fig. 1Of.

Whether it is better to use frequencies in the upper or lower portion of the HF band depends on
the sign of the quantity

(J/S),• - L. - (jammer's transmitted power advantage), .

where all quantities are expressed in decibel units. If this quantity is positive (e.g., in the case of
spread spectrum signaling), it represents the amount that the jamming interference must be increased
(relative to the desired signal) at the receiver before a link can be successfully jammed. Since, as Fig. 3
shows, the rate of propagation loss increases with increasing frequency, operating the network in the
lower portion of the HF band would necessitate the jammer penetrating farthest into the task force. On
the other hand, if this quantity is negative (e.g., in the case. of narrowband sigpaling), it represents the
amount the desired signal must be increased (reletive to the jamming interference) at the receiver to
prevent successful jamming of a link. In the latter case, it is better to operate the network at the higher
frequencies to make maximum use of any range advaniage that the task force nodes might have over
the jammer.

All of our examples are for the case when the transmitters are at the earth's surface. If, for - 0
example, the jammer were a high-flying aircraft, the propagation loss curves would differ significantly
from those shown in Fig. 3. and our comments regarding the advantage of using high vs low frcquen-
cies would not apply. (However, it would be diflicult for an aircraft-mounted HF transmitter to radiate
10 kW of vertically polari-ed interference.) Also, if network connectivitics can be maintained at the
lower frequencies even in the presence of jamming, there are advantages to be gained by using the
lower frcqu•ncies, for example, a reduced need for relaying. Consequently, in an HF intratask force
network, it is likely to be advantageous to use multiple backbone networks, which are formed at both
high and low frequencies in the HF band.

5. CONCLUSIONS

We have shown how networking can be used to enhance the antijaniming performance of a naval _
intratask force HF communication system. To reap the full benefits of using relaying to combat jam-
ming, we use a network architecture that provides for the automated selection of relay niodes and the

18
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* linking of thms nodes to form a backbone network. The network self-organizes without the need for a
central controlltr, and the reorganization process is repeated periodically; thus, the network can adapt to
a changing Jamming threat.

We have given examnples to show how such an intratask force network adaptively restructures
itself in respons-e to mobile jamming threats typifying large, shipborne jammers and for cases of both
narrowband and wideband signaling. To achieve these results, we developed realistic groundwave prop-

* agation and atmospheric noise models, and we derived communication range curves for the case of jam-
ming of both uiarrowband and wideband systems. We showed that when the quantity

UIS). -L. - (jatmmer's transmitted power advantage)

* is positive (e.g., for wideband signaling), using frequencies in the lower portion of the HF band pro-
vides greater protection against shipborne jammers, whereas when this quantity is negative (e.g., for
narrowband signaling), the use of frequencies in the upper portion of the HF band is preierred. - -
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